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Abstract. The development of new applications that require QoS
support makes computer networks even more complex and
heterogeneous. Current network management is not capable of
meeting the new needs network managers have. This is the scenario
where Policy-Based Network Management (PBNM) emerges as an
efficient alternative to warrant the operation of QoS services.
However, the existing commercial tools do not meet the IETF
standards completely and do not have suitable interoperability
functions. Therefore, this article presents a solution developed
according to IETF concepts that meets this need for new tools
capable of managing the new upcoming network services.

Keywords: policy-based network management, QoS management,
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1. Introduction

Nowadays, computer networks can be found practically everywhere and their
complexity and dimensions vary a lot, from small local networks to large metropolitan and
national networks. Although the usual traffic on such networks used to be only the
transmission of data, today’s traffic is rather heterogeneous. Current applications, such as
voice over [P (VoIP), videoconferencing, enterprise resource planning (ERP), mission-critical
systems, and others, demand more appropriate services from the networks. Even though the
IP protocol best-effort approach was once enough, today’s network services need to make
sure new applications run properly. This is when QoS (Quality of Service) parameters
become necessary in order to ensure throughput, delay, jitter and lost rate limits. Therefore, in
order to support new applications, IP networks must migrate from the best-effort paradigm to
a QoS-enabled paradigm.

As on one hand such new applications are an appealing option for the final user and
generate new business opportunities, on the other hand they present new challenges that
network managers face to run operations properly. Implementing these new applications and



4 LANOMS 2001

adding new mechanisms and techniques to support them make the network a heterogeneous,
complex and consequently more difficult to manage environment.

From that standpoint, traditional management is no longer enough. The amount of
management information generated by a QoS-enabled network is so much that even if the
manager can obtain all that information, it will not be possible to deal with such amount.
Policy-Based Network Management (PBNM) [1] helps manage complex networks. Through
the concept of policies, the network manager can define how the network should operate by
using a more abstract language than the one used in traditional management. It should be
noted that managers will only inform “what” is expected, but not “how” it should be obtained.

Because it is relatively new technology, the existing PBNM tools available on the
market differ greatly concerning protocols and data schemas, which makes interoperability
harder [2]. As opposed to the traditional management applications, which use SNMP as a
current standard, there is not a PBNM solution that stands out, and consequently there is no
market standard [3]. The tools available at present, such as HP PolicyXpert [4], ExtremeWare
Entreprise Manager [5] and Cisco QoS Policy Manager [6], do not completely follow IETF
(Internet Engineering Task Force) works, such as the use of open protocols, standard data
schemas and natural language to define policies [7] [8].

The work this paper presents is the result of the study, development and implementation
of a prototype PBNM tool [9] [10]. By using IETF-defined standards, such as LDAP and
SNMP, this tool, called Network Executive, has a Web interface that allows the use of
policies over several network devices. Network Executive was implemented in Java and C,
and designed by using a layered architecture. The system was developed so as to be easily
expandable, since new QoS technologies may be available at any time. Thus, it is important
that the environment can acknowledge and use new network resources as soon as possible.

Network Executive is part of the QAME (QoS-Aware Management Environment)
project. QAME and Network Executive share common databases such as the policies, the
targets and the associations. This information is stored on an LDAP directory, using a data
schema similar to the recommended by IETF and defined by Snir et al. [11].

This paper is structured as follows: the second section presents QAME, in which
Network Executive is responsible for policies. Network Executive details and its architecture
are explained in section three. The elements that apply these policies, called Policy
Consumers, are presented in section four. The fifth section discusses the data scheme used by
Network Executive to store information on the system. A brief example of the use of the tool
is presented on the sixth section and, finally, section seven presents conclusions and possible
future work.

2. Context

Managing a QoS-enabled network involves analyzing a much greater deal of
information than that found on the management of networks that are not QoS-enabled.
Traditional management can not properly manage such a network because of the excessive
time spent by the manager to analyze management information. Thus, there is a clear need for
a new management model in which the large amount of data can be reduced to acceptable
levels so as to allow the network manager to solve problems promptly.

Policy-Based Network Management (PBNM) is a feasible alternative because it allows
the manager to set actions to be carried out by the network without worrying too much about
network details. A new abstraction level is presented to managers so that they can define
suitable actions in due time and still have a global view of the network.
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As mentioned earlier, Network Executive is part of the management environment called
QAME. QAME (QoS-Aware Management Environment) [12] attempts to provide the
manager with the ability to use QoS management more effectively. QAME supports the
execution of six main QoS management tasks: QoS installation, monitoring, operation
maintenance, discovery, visualization and analysis. Policy definitions and their deployment
on the network are part of QAME’s QoS operation maintenance. In order to perform such
management tasks effectively, QAME architecture features distinct but related software
modules that can be located on several critical parts of the network (figure 1).
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Figure 1 — Network Executive’s Scope on the QAME Architecture.

The lowest level of the architecture features the fargets, which are the elements that
actually implement a QoS solution. Some examples of targets are: queue priority algorithms
on the output interfaces of a router, traffic shaping and congestion avoidance processes and
the marking packets algorithms in differentiated services on the input interfaces.

On the layer above, there are the intermediate architecture elements: target finders,
policy consumers and QoS monitors. Target finders are special agents that search network
devices for new targets. Every time a new target is found, a record is stored on the
associations database. The policy consumers install policies on targets by translating policy
descriptions into specific actions for each target. To do so, the associations database has
information to match the stored targets and the defined policies. Finally, to make sure the
installed policies are performing as expected, QoS monitors analyze traffic on critical network
segments and compare their actual behavior to their expected behavior. If the disparity of
performance exceeds a critical point, the QoS monitor will trigger a notification to inform the
manager about a QoS degradation.

The system features three main databases. The previously mentioned associations
database, the policies database and the status database. The associations database stores the
targets and intermediate elements of the system (policy consumers, target finders and QoS
monitors), as well as the information to match them to one another. It also stores information
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to match the policies stored on the policies database to the targets on which such policies are
installed. The status database stores the current state of defined and installed policies, so that
the network manager can assess the effective use and operation of a policy.

Finally, the higher level of the architecture features the user environment, where the
network manager interacts with QAME through a Web interface in order to manage the six
QoS-related aspects mentioned before. As figure 1 shows, QAME has a distributed
architecture, because the several elements can be located on different network devices. For
instance, a policy consumer can be located within the management system whereas another
consumer can be implemented within a router that supports PBNM.

Figure 1 also shows the scope of Network Executive and which elements of the QAME
architecture it is responsible for. Network Executive has access to the policies database,
where Policy Consumers get information about which Targets they should deploy the policies
on. Network Executive is also responsible for presenting operation maintenance information
to the manager through the QAME's integrated Web interface. The next section presents more
details about how Network Executive operates within this context.

3. Network Executive Architecture

Figure 2 presents the complete architecture of Network Executive.
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Figure 2 — Architecture of Network Executive

Basically, the system is divided into four main elements:

- the user interface, through which the network manager interacts with the system;

- the management central station, which implements the logic of the functionalities
requested by the manager;

- the policy consumers, which translate the defined policies into specific actions for
each target; and

- the targets, which are programmed according to the policies defined for the
network where they are found.
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The Network Executive Daemon, the LDAP server and the HTTP server are located on
the management central station, while the policy consumers are found on several network
parts, preferably close to the targets in order to minimize network management traffic.

The main part of the system is the Network Executive Daemon. 1t is responsible for
managing user-defined policies by storing and consulting the LDAP server and calling on the
policy consumers in charge of the many targets involved in a QoS policy.

Network Executive Daemon was developed in C. It uses API functions included in the
OpenLDAP package [13] to access the directory service (figure 2, arrow 3) and it
communicates with the Web interface (figure 2, arrow 1) and the policy consumers (figure 2,
arrow 4) through a proprietary protocol that uses sockets. The LDAP directory service used to
store the policies is OpenLDAP, also available through that same package. This server
implements version 1 of the LDAP protocol.

The system's web interface is implemented in Java 1.1 as Applets so that any web
browser can use the system. The JDK version used is 1.1 because it corresponds to the Java
Virtual Machine found on most web browsers, even though newer JDK versions, such as
1.4.0, are available. Likewise, the option for Java 1.1 aimed at increasing the number of
potential users, since it is enough to have an updated web browser. The classes that make up
the graphic interface are stored on any HTTP server. For the specific implementation of this
system we have used the HTTP Apache [14] server for Linux.

Along with the Network Executive Daemon, other important elements of the system are
the policy consumers presented in figure 2. They handle the implementation of user-defined
policies. A given policy consumer can have one or more fargets under its responsibility. The
only restriction is that these targets should implement the same type of QoS solution (i.e.
DiffServ, IntServ, ATM, etc.). This is so because there are different policy consumers for
different QoS solutions. Therefore, an ATM switch will be under the responsibility of an
ATM policy consumer while a DiffServ router will be managed by a DiffServ policy
consumer. The option for implementing different policy consumers for different QoS
solutions aims at making the system more flexible for future expansions, such as the
development of a new policy consumer for new QoS technology. The only restriction while
developing new Policy Consumers is that the set of messages they can receive from the
Network Executive Daemon must be the same to guaranteed compatibility with others Policy
Consumers and the whole system.

| Network Executive Daemon

P

Policy Consumer Policy Consumer
for DiffServ for ATM
@7 Q) O
DiffServ ATM ATM
router switch switch

Figure 3 — Different Policy Consumers for Different QoS Solution

The policy consumers receive policies from the Network Executive Daemon through a
proprietary socket protocol (figure 2, arrow 4 and figure 3, arrow 1) similar to COPS [15].
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The policy consumers implement policies on the targets (figure 2, arrow 5 and figure 3, arrow
2) by using standard protocols such SNMP. The SNMP functions are available through the
NET-SNMP library [16] for Linux.

Finally, it is important to point out that the discovery of new QoS resources and it's
targets, is not the responsibility of Network Executive. As mentioned in section 2, this
function is performed by the farget finder module of the QAME environment (see figure 1).
Newly discovered targets are stored on the association database, which Network Executive
can access in order to retrieve information about targets on which policies can be applied.

4. Policy consumers

Policy consumers are elements whose main function is to apply policies on the targets
under its responsibility [7]. As Network Executive follows the recommendations of the IETF
model, the policy consumers in figure 2 have exactly the same functions as the IETF-defined
policy consumers.

The architecture of Network Executive implements a set of policy consumers, one for
each type of QoS technology support by the system. Hence, an ATM switch will be under the
responsibility of an “ATM policy consumer”, whereas a Bandwidth Broker will be managed
by a “Bandwidth Broker policy consumer”.

A single policy consumer can apply policies on several different targets as long as they
implement the same QoS solution. The option for diverse policy consumer implementations
according to the types of technology aims at making the system more expandable. Thus,
Network Executive is able to support new QoS technology when a new policy consumer is
developed for this technology.

Regardless of the type of policy consumer under analysis, the set of messages it can
receive from the Network Executive Daemon must be the same so as to keep compatibility of
all PBNM system elements.

As in the model proposed by Steves et al. [8], the policy consumer is in charge of
checking whether a policy implementation succeeds or fails on a target at the time of
application to it. However, some situations require constant monitoring of QoS parameters on
some network devices. In such cases, other agents should be able to perform such task, since
it is not the responsibility of the policy consumer. The QAME environment has QoS Monitor
modules that implement these functions [17].

Policy Consumer for Bandwidth Broker

The Bandwidth Broker concept that Nichols et al. [18] present is related to an element
that is in charge of negotiating a bandwidth reservation with other elements that are able to
reserve network resources. Therefore, a Bandwidth Broker for DiffServ can allocate network
bandwidth by negotiating with a DiffServ router it is aware of.

The biggest advantage of using broker services is that it simplifies the bandwidth
reservation procedure in situations that involve several routers. In such cases, it is necessary
to supply the broker with the source and target addresses and it will program a bandwidth
reservation with every router which the information will flow through. If the manager wishes
to do the same without a broker, it will be necessary to configure each router separately until
all the path between end nodes is set.

The “policy consumer for bandwidth broker” available on Network Executive is able to
apply QoS policies on devices that implement differentiated services [19]. It must be pointed
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out that, when broker services are used, the policy target will be the broker and not its
subordinate devices.

The policy consumer this section describes uses the brokers implemented by Granville
et al. [20]. Thus, a policy the manager defines through the system’s Web interface is sent by
Network Executive Daemon to the policy consumer. Then, the rules must be translated for an
access interface used by this type of broker. In this case, the interface is an SNMP MIB for
QoS [20]. The bandwidth reservation is made by SNMP SET commands on the
BBServerDiffServTable defined on this MIB. On table 1, the column on the right presents the
objects belonging to the BBServerDiffServTable. The column on the left has the parameters
used to define policies. Hence, each table line represents a mapping of a policy parameter into
a corresponding MIB object implemented by the broker. It is important to notice that this
mapping is specific for this type of broker. Other QoS solutions would have other translations
and would use Telnet commands, COPS requests, and others.

Table 1 - Policy translation for bandwidth brokers

Policy Broker
Source IP address BBServerDiffServSourceAddress Object
Source Port BBServerDiffServSourcePort Object
Target IP address BBServerDiffServDestinationAddress Object
Target port BBServerDiffServDestinationPort Object
Protocol BBServerDiffServProtocol Object
Class of Service BBServerDiffServBandwidth Object,
(throughput, delay, jitter BBServerDiffServPrio Object,
and lost_factor) BBServerDiffServLimitPrio Object

As we see, the relation between policy parameters and the broker table fields is very
simple and direct. The most complex procedure is translating the policy-defined Class of
Service into the objects BBServerDiffServBandwidth, BBServerDiffServPrio, and
BBServerDiffServLimitPrio of the MIB. Through these three objects, it is possible to obtain
the QoS parameters the manager describes in the policy.

5. Data scheme

The model proposed by IETF [8] presents a data scheme that must be used to represent
system information on the LDAP directory. The recommended schema to store QoS policies
is the “QoS Policy Schema” [11]. The use of a standard scheme allows PBNM tools of
different suppliers to share the same set of policies. Unfortunately, commercial PBNM
systems do not implement the data schema defined by IETF [21]. Network Executive
implements a data scheme that is partially compatible with the proposed model. This is
because the original model is relatively complex and still under development (internet drafft).

Figure 4 shows the data scheme used by Network Executive. The presented directory
tree is enough to store the set of data this PBNM system needs to operate. There are subtrees
for information on users (usersGroup), policy consumers (consumersGroup), targets
(targetsGroup), associations (associationsGroup) and policies (policiesGroup). The latter is
further divided into a tree to store classes of service (cosGroup) and another one for the rules
themselves (policyGroup). Each subtree has one or more instances of a certain type of object.
Next, these objects and their attributes are presented.



10 LANOMS 2001
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Figure 4 — Network Executive Data Scheme

- userlnstance: username, name, password, access_level
- consumerlnstance:  ip:port, type, status, description
- targetinstance: ip:port, type, status, description

- assocTargetinstance: dn-targetlnstance, dn_consumerlnstance

- assocPolicylnstance: dn-targetlnstance, dn-policylnstance

- coslnstance: name, throughput, delay, jitter, lost_factor

- policylnstance: name, source_ip, source port, target ip, target port,
protocol, dn_coslnstance

The underlined fields represent the attributes that must be unique, i.e., the key attributes.
All attributes beginning “dn” represent fields that refer to other instances. Thus, an instance of
assocTargetInstance has a reference to an instance of fargetinstance and another reference to
an instance of consumerinstance, for example. In this case, an instance of
assocTargetInstance is relating a targetlnstance to a consumerlnstance, that is, a target to the
policy consumer in charge of it.

6. Example of use

An example of the system element interaction follows. This example demonstrates the
creation and application of a new policy on a given target.

1. The network manager uses a browser to access the Network Executive Console.
Valid usernames and passwords must be entered on the initial screen.



2. After the user is verified, a new window allows the management of policies, users,
policy consumers, targets and associations. Figure 5 presents the window for
adding a new policy. The manager must supply source and target addresses and
ports, a protocol, and a class of service. The “save policy” button starts the
processes of policy validation, analysis and storing on the LDAP base.
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Figure 5 — Network Executive Console

3. Once a new policy is defined, the manager must inform Network Executive about
which target should be matched to the newly created policy. Only the target is
informed, and the system should be able to know which policy consumer is in
charge of applying the new policy. This association of policy consumers to targets
is made when a new target is added to the system.

4. Once the new policy and target are associated, the manager must confirm the policy
application process. After a few moments, the user is informed whether the newly
defined rules have been successfully installed on the target.

By comparing the PBNM model presented by Stevens et al. [8] and the Network
Executive architecture described above, one can observe that the Network Executive project
tried to follow the IETF recommendations as closely as possible. This was a concern because
most of the existing commercial tools implement proprietary solutions [3]. Therefore,
different suppliers offer incompatible solutions. Consequently, two neighboring networks can
not negotiate bandwidth reservation, for instance, because different PBNM systems can not
communicate. Commercial systems that follow the IETF model, as Network Executive does,
will be able to communicate with our tool directly and uniformly.
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7. Conclusions and future works

New computer networks that are implemented must support QoS services, since new
applications require such services. From a network manager’s viewpoint, these new
applications are responsible for an increased heterogeneity and complexity of management.
The current management solutions do not supply managers with the information needed to
implement actions defined by the manager. Policy-based Network Management (PBNM) was
created to solve this situation.

The work this paper describes presented Network Executive, a management tool that
uses the concept of policies to manage QoS-enabled networks. Its architecture and main
features were also described. The use of open protocols, a data schema partially compatible
with the IETF model and different policy consumers to different QoS technologies are the
most important features of Network Executive. QAME, an integrated solution to manage
QoS, has also been shown. Network Executive is part of QAME and interacts with other
elements of this environment by sharing common resources such as databases.

Future research involves the implementation of support to the COPS protocol in order
to carry policies between Network Executive and the system’s policy consumers and between
policy consumers and targets. Other goals for further investigation are the implementation of
the complete IETF data schema, development of new policy consumers and the use of natural
language in the Web interface to make policy defining easier for the network manager.
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