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Abstract

The Internethastruly become the lubiquitous communicationlinfrastructure, (bringing 'many [lbenefits [fo ‘the lusers |
and[making[the lcommunicationover [P the predominant[ protocol Carchitecture[ for[dataandmultimedial’
transmission(Web). Theregulartelephone serviceshall, linld mear(future, donverge [fo the Internet, giving [place fo |
alsingle/integrated voice and(datanetwork. IP [telephonyis‘growing, following|this éxpected [trend, [anddifferent |
protocol(standards, as[SIPland[H.323,[are available for this mew [service. In order to[guarantee interoperability ]
and/give(users/the freedom (6f choosing from [équipment and [applications basedon these protocols, alSIP/H.323
gateway [ has(tolexist.[Wel present[the implementation of al SIP/H.323( gateway, which[allows altransparent’]
interoperation [fo[the [users. The[implementation [unites the fwo [protocol [Stacks[over(a/simple(signaling message |
channel,lallowingpartialutilization "of twolexisting open[sourcelcodes: [OpenH323 Opengatekeeper and[SIP ]
clientIPTele, developed atthe Helsinki University ‘of Technology [(HUT). The modular/approach allowsusing T
developed thodules forlimplementing Gther (gateways. |

Keywords: TP Telephony; Signaling (Gateway; SIP;H.323

1. INTRODUCTION

Onelthemostimportant/¢changes!intelephonylintecent years(is the migration from'alcircuit!
switched drchitecture [toa new [packet(switched paradigm. Packetized[voicelislalready(d(reality |
in! thelinternal hetwork[ of some' servicel providersl and/ many! companies! are! planningan!
evolution| towards|this/ new![paradigm!([21,22].[Onlthelother/hand,locall areal hetworksland!
Internet/access/is[presently abasictequirement/forlanyenterprise. Andleéven(tesidences are!
deploying(localarealnetworks, wiredl or[Wwireless,[ to! promote!interconnection!for multiple!
users| and[equipments[[1].[ With[ubiquitous|Internet,[ IP[telephony! attracts| speciall interest,! |
despite! factor[ as’ quality, [ security, [availability and[teliability  haveltolimprovelto match!’
existingstandards set By [common telephone [Services([15].[]

Inlregular(telephonelwe(face an old problem:[we need to previously knowthe number(where!
thelperson(wewant/to talk [tois.[Sometimes setting up (calls/to[different[places/is/the onlyway![ |
to'get/dholdlof'someone. In TP telephony, we have [the conceptof personal mobility. Mobility ]
is/based(onlan identification or/personal user alias([3]. TP telephony [signaling locatesthe luser! |
independently[ofthehardwarehelis [physically dccessing. Furthermore, 1P [telephony [dllowsa[ |
moreefficientbandwidth usage, duelto ‘the(statistical naturelof'packets and ise lofi[compression! |
and/silence suppression/in/voice[communication, [feducingfrom 64 kbpsfolonlyafew kbps!’
the[¥oice bandwidth[requirement. 'Voice and [data convergence favorsLcostreduction, [from !
unifying fechnical [Services[(maintenance, management(and [planning) ‘and (sharingtesources. !
Therelis(dlsothe [possibility loflapplicationlintegration, [ds deploying inified message [Systems, ||
using the(Internet to create(valueladdedservices/integrated Wwith 1P telephony [16].["
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Following this hype, many international organizations established standards to support
packetized telephony. H.323 [2] was the first standard, proposed by ITU-T (International
Telecommunications Union-Telecommunications Section). H.323 is a framework for
implementing multimedia communications over packet networks without quality of service
guarantees. There are many H.323 implementations in the market today, as Netmeeting from
Microsoft, IP Phone from Intel, solutions developed by Picture Tel, among others [19].

To support IP Telephony over the Internet, IETF (Internet Engineering Task Force) proposed
a simpler telephony signaling mechanism called SIP (Session Initiation Protocol) [3], based
on the wide used HTTP protocol. Very soon, SIP was able to show its versatility and
adequateness to merge with other WEB technologies, inducing many application
implementations based in itself [17]. SIP has become a major contender in IP telephony.

SIP and H.323 are disputing the IP telephony scenario for long time, and many articles cover
their differences [8,9]. Some updated versions of H.323 [2] clearly show a tendency to
promote same features in both protocols. Thus, the most recent version of H.323 proposes
mechanisms as Faststart over UDP, which is sending media description in a single message in
the beginning of a session, similar to the INVITE method in SIP (see section 2.1), while in
H.323 vl the basic signaling works over TCP and media descriptions works in separate H.245
channels (see section 2.2).

Another protocol to join this scenario is MGCP (Media Gateway Control Protocol), an
IETF.ITU-T partnership. H.248 is ITU-T equivalent to MGCP IETF. MGCP deals specifically
with centralized control of sessions between equipments called Media Gateways, which are
soft PBXs in IP networks [10].

Many companies are adopting IP telephony solutions or buying equipment based on those
conflicting standards. However, the existence of an integrated communications system where
the user have the option to choose its own telephony solution requires a protocol translator, a
Signaling Gateway, to glue both H.323 and SIP architectures. Though Columbia University
had implemented a gateway [13] as such, the inexistence of an H.323/SIP Signaling Gateway
with open code motivated this work. Very recently, an open source gateway implementation
was presented [23].

This paper is organized as follows. In Section 2, we present the basics of SIP and H.323,
focusing on problems as translation, user location discovery, registration, among others, and
ending up with a proposal for the gateway functional architecture. In Section 3, we focus on
implementation issues and describe the internal architecture. Interoperability tests and data
flow are discussed in Section 4. Finally, conclusions and future work are covered in Section 5.

2. GATEWAY FUNCTIONAL ARCHITECTURE

Initially we present an overview of SIP and H.323 behavior, followed by the proposed
gateway functional architecture.

2.1 SIP Environment

SIP (Session Initiation Protocol) [3] is an IETF application level protocol which establishes,
modifies and terminates multimedia sessions and/or connections. Sessions can be multimedia
conferences, classes over the Internet, telephony over the Internet, and others.

Figure 1 shows a generic SIP environment. SIP main components are: SIP User Agent, SIP
Proxy Server and SIP Redirect Server. This set of components working over an IP network is
called a SIP network. These components are described in the following table.
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SIP Component Function
SIP User Agent Client, or multimedia communication end point.
SIP Proxy Server Server for redirecting requests and responses. It performs signaling as it was the call

originator, and redirects response to real originator when it gets it.

SIP Redirect Server

Redirects requests and responses, sending msg to clients with the newly wanted SIP
address, and not taking the role of proceeding with the call.

SIP Registrar Server

SIP Server supporting REGISTER requests, which are used to register user
information in Location Server.

Location Server

SIP RFC [3] describes only user registration and inquiring features for this server,
leaving to the implementor the choice of technology for its realization.

(=]

A SIP network can be accessed using an URI

(Uniform Resource Identifier). URI is a
compact string to address physical or abstract
resources inside a network Some examples of
SIP addressees are alias (or nickname) as
<sip://user@server> or it can be a telephone
number as <tel://5556666@gw.uftj.br>. The
URI host part can be a valid alphabetical
Internet domain or a numeric IP address. SIP
protocol is based on HTTP and uses MIME
types (Multipurpose Internet ~ Mail
Extensions) to support different payloads.
SIP works in a client/server model and its
operations involve only request and response methods, as observed in HTTP and RTSP. SIP
request methods are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER. LDAP
(Lightweight Directory Access Protocol) [18] servers, which hold user profiles and
directories, or local databases are used for user location.

Ol
oo ——=
SIP User Agent

1P Network
Local SIP
Proxy Server

1P Network  SIP Redirect Server

SIP Proxy Server

1P Network

SIP User Agent
(SUA)

For each request or response, there are a group of headers, organized as: general headers,
containing important information about the call; entity headers, containing meta-information
about message body; and the specific headers, which convey additional information besides
those in request or response status line.

When answering requests, responses carry a response class identification number. Many
temporary messages can be sent before a final response is finally sent. There are six response
classes: Class 1XX, for temporary or informational responses; Class 2XX, for successful final
response; Class 3XX, request redirection; Class 4XX, client errors; Class 5XX, server errors;
and Class 6XX, network global errors.

Follow in Figure 2 the steps of an invitation flow to a SIP user:

(1) User bruno asks to create a session with alias

cesar@land.ufrj.br. [SIP INVITE Request]
(2) Proxy Server asks Location Server Database
where the user with that alias is (using

8
= -

200 OK

5 INVITE cesar@ipanem:

N ; LDAP).
” H 97 ! (3) Server response is the user real location, a SIP
¢ s 5 B mobility feature ( it shows that last

REGISTER came from ipanema.land.uftj.br).
(4) Session open request is redirected by Proxy to

correct address [SIP INVITE request]. User

cesar in machine ipanema.land.uftj.br will be

Pesquise user : cosa

cogar@ipanema tand.ut br —
> - { [LDAP]
SIP Proxy/Registrar Server oA

FIGURE 2 - SIP CALL PROCEEDING
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alerted by a RING tone [RING-RING].

(5) cesar decides to join the session and its SIP client answer back to Proxy Server confirming that
session can be opened [200 OK successful response].

(6) Proxy server redirects this response to the calling client [200 OK to bruno].

(7) Calling client bruno indicates to Proxy that negotiation is over and session is open [ACK request
with final media negotiation description].

(8) Finally, Proxy server tells called user that negotiation is over and session is open [ACK request
with final media negotiation description].

2.2 H.323 Environment

H.323 conceptually describes terminals, equipments and services for multimedia
communication over local area networks without QoS guarantees. H.323 terminals and
equipments can handle real-time voice, data and video or any combination of these, as video
telephony. LAN where H.323 is operating over can be just a single segment, multiple
segments or a very complex network topology. However, H.323 operation over multiples
LAN segments or over the Internet can face scalability issues [9].

In H.323, user registers in a network element called Gatekeeper (GK). GK is a server in
charge of connection admission, keeping tracking of available bandwidth, and search for
registered users. H.323 is based on the notion of administrative zones. Administrative zone is
a set of neighboring GKs, i.e. GKs that are in the same administrative region, but have
different registered users.

H.323 terminals can be implemented in software in PCs or integrated in independent hardware
as videophones or IP phones. Voice support is mandatory, while data and video supports are
optional. H.323 treats media transport as a channel abstraction, allowing more than one
channel allocation for each media. Other recommendations are part of the H.323 stack:
H.225.0 [7], describing RAS (Request, Admission and Status) and synchronizing messages;
H.245 [6], describing media control; H.261 and H.263, for video coding; G.711, G.722,
G.728, G.729 and G.723, for audio coding; and T.120, for data protocol.

H.323 uses H.245 procedures to open logical channels for each kind of media. Before opening
the channel, terminals have exchanged capability messages under H.245 and know which
media can be sent or received and what transport is supported by the other terminal. H.323
signaling and call opening procedures are based on ISDN Q.931, using extensions defined in
H.225 for the user-to-user
optional  field (SETUP
UUIE). Hence, all basic
call control is conducted
under Q.931/H.225 and
media negotiations under
H.245. Fig. 3 shows H.323

architectural elements.
MCUs are elements
FIGURE 3 - H.323 ZONE ELEMENTS SuppOl’tll’lg conference

control functions for multi point operation.. The gateway in the figure could be a PSTN
gateway that allows for transmission format and communication procedures translation,
besides detecting and generating DTMF (Dual-Tone Multi Frequency) signals which
correspond to H.245 signaling (necessary for PSTN interaction).

H.323 signaling is extremely complex, mainly because of its extensive protocol stack and
conformance to old ITU-T standards. In Figure 4 we have an idea of this complexity. ARQ
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FIGURE 4 - RECOMMENDATION H.323 V.1 SIGNALLING .. ..
(Admission Request), ARJ (Admission

Reject), and ACF (Admission Confirm)
E messages are exclusive to H.323 terminals.
iy [ R — These messages together with LRQ (Location
F:323 Terminal Gatokoeper Request), LCF (Location Confirm), and LRJ
(Location Reject) messages, which are used

RAS Signalling transmited by UDP

Admission Request

A4

n

(D)

Q.931 Signalling transmited by TCP.

\ by gatekeepers, form the set of messages
Setup D L

o =19 o —1¢ called RAS (Request, Admission and Status).
e & Comes A terminal registered with a GK will always
ask GK for authorization to initiate an IP
245 Signalling transmited by TCP telephony call. Q.931 messages are SETUP
Capabilies Exchange > (ISDN call establishment), Call Proceeding
D D (equivalent to SIP RINGING) and CONNECT

Open Logical Channel > A . A
AR @ —1e (call establishment confirmation).During
< Opon Logieal Crannel AGK H.245 media initialization phase a TCP port is
allocated for negotiating media capabilities
Media Stream transmited by RTP/RTCP Sessions and Ol‘der Of preference. H245 Chal’mel iS
§ Wedia Sream (Audo) tarnsmited by RTP . maintained open in case a new media session
) e — is opened or an existing one is modified.

¢ Control and Statistics Flow ( RTCP)

H.245 basic messages are: Capability
Exchange (exchange set of media capabilities between terminals), Open Logical Channel
(media control channel opening) and Open Logical Channel Acknowledge. Media transport
after negotiation phase occurs at the network level using RTP (Real time Transport Protocol)
[5], which is also the same procedure SIP uses to effect media transport.

2.3 SIP/H.323 Funcional Environment

SIP and H.323 interoperability involves more than a simple translation because many
architectural differences have to be overcome due to protocol design incompatibility.
Addressing, user registration maintenance and media negotiation are among the main
problems to be solved. In [13,14], a general SIP/H.323 signaling gateway architecture is
proposed. Figure 5 shows our SIP/H.323 SGW (Signaling Gateway) implementation.

FIGURE 5 - FUNCTIONAL SIGNALING ARCHITECTURE OF GATEWAY SIP/H323

ARQIARJ/ACF REGISTER
« >
LRQILCF/LRJ INVITE
« » «
SETUP/CONNECT BEM 200 OK
« » “«
Capabilities Exchange ACK
« > « >
Open Logical Channel 1] SDP Payload
« « >
H.323 Signaling SIP Signaling
Gateway Module Gateway Module

Our implemented SGW has a modular software architecture comprising a SIP-BSM module
and an H.323-BSM module. Module is a process able of interpreting and mapping a certain
telephony protocol signaling into a defined set of functions called BSM (Basic Signaling
Messages), which builds an intercommunication channel between the modules. BSM are
simple messages whilst flexible enough to allow interconnection with any telephony protocol.
BSM is a unique feature of our SGW and will be thoroughly discussed in Section 3.1.

As media transport uses same RTP/UDP/IP stack in both protocols, audio and video transfers
are transparent to SGW. Interoperation task involves only issues of signaling and media
description, permitting a single SGW to handle a large load of requests/responses without
compromising performance. The most important interoperability issues are discussed next.
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2.3.1 Call Establishment Procedures

Three[pieces of information have(to[beexchanged tolestablish(al¢all betweenthe protocols: !
signaling/destinationaddress, remote(orlocal medialcapabilities, and remote [or localtransport! |
ports(terminalswill use [for receiving hediapackets. Difficulty [intranslating theseprocedures
between [SIPland[H,323 [arises because [SIP keeps the whole information in [SIPONVITE land [
following responses, whereasH.323 [spreads/information(over differentisignaling messages. ]

Therelare twolactionsto[solvethisproblem. FromSIP o H.323, information/containedinSIP
INVITE has 'to[be mapped!/in [parameters(0f 'H.225/H.245[signalingimessages. [Inthe [opposite!
direction, from[H.323 [to[SIP, the[process/is morecomplicateand [H.225[and H..245 messages |
havel(tobe previously (¢ollectedin the H.323 BSM[module. However, H.245 /s only activated
whenl(the ¢allhas alreadybeen ¢stablished (through[Q.931/H.225 [procedures. Therefore, [wel
havel(twolalternatives: [send[anlempty IN VITE[(without [SDP [and o edialdescription); or ise ]
an[OPTIONSSIP[imessage toldiscoveriedia ¢capabilitiesLof (SIP ¢lient, Land later [pass this]
information [foH.323 [sideand megotiate via[H.245.[SeeSection 3 [about implementation. [

2.3.2 Address Translation

Address!franslationhas(to (be [performed to identify the user..(SGW [hasto[c¢reate a valid [SIP[]
address[from(an[H.323address, andVice versa. In[SIP,[addresses|are/ formed as URIs[(as/an!!
HTTP(address). Forlexample, [sip: iser@host. [SIP[clients[can support (URL [as “tel:xxx@” for
telephone numbers or[even H.323 URLs ‘mayexist*. H.323 “addresses[are coded using[
ASN.1[2][(in[SIP,[both message¢coding and 'URI[are based[on[text [3]) and[may[belhonl]
structured identifiers(H.323ID), [E.164 forl(telephone mumbers, WRLs[of different [types, hiost[]
name or(IPaddress, @ndlé mail ‘addresses (Email ID). Nevertheless, Tocal uiserand Tiostames
seem/to [bethe mostused/inH.323 @ddressformation. [

MappingalSIPladdress(tolan[H.323 addressis[€asy, [Sufficingcopying SIP [URIfoH.3231ID.[]
The[parts[fo mount an email 1D [are faken from SIPURIMuser@host format: [fransport 1D [{s[]
taken fromhostpart(of[SIPURI, [and [E.164 field s extracted from [SIPdddress iser part, if'it[]
containsalfelephone umber, (or from[“tel: l[scheme. [

Mapping form(H.323 to[SIP ismore difficultdue to many [different [H.323 representations [and [
translation(fo/a’singe[SIPaddress. [[[13]tecommends!to first/check!if[H.323 IDlisavalid [SIP[!
address. Iflit(is, [it[suffices/to (¢opy this(address[to [SIPURI, [otherwise!it/is necessary to form! !
SIP[URIhost/partfromH.323 [fransport ID, when Host[part doesmotpointfo[SGW fitself.[And [
email 1D Wwill Be ised fo format/the rest0f [SIPURI.[]

2.3.3 User Registration Architecture

Tolsimplify[user access to location services, (SGW [has(toldirectly access user tegistrationl]
servers, independently(of!thesignalingprotocol. [Figure(6 [illustrates three ways todllow user[ |
registration mapping inhalheterogeneousSIP/H.323 metwork [13].

First,[SGW [has(anlinternal (SIP [Proxy/Registrar, land[every [time SIPRegistrar receives [a[SIP L]
REGISTER request[from[alSIPuser, [SGW [generates[a[RRQ[(Register[Request)[to[H.323 [
Gatekeeper (GK), tegistering [SIP [users alsolinto[the[H.323 metwork. As SIPinformationis '
madeavailable(toH.323 [gatekeepers, thenlany H..323 ‘entity [can(tesolve the address of [SIP
usersfeachablethrough[SGW. In[SIP foH.323[direction, when[d[SIP userwants fo falk foldn "
H.323users, helsends(al SIPIINVITE to[ SGW, and[SGW[H.323BSM modulelsends LRQ!
(Location Request) to[H.323(GKs.(GK containing/desired [user registration responds ‘with [user! |

HURL(H.323 [was proposed by P.[Cordell, “Conversational multimedia R Ls”, Internet Draft, 1997, [éxpired. [
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IP. Main disadvantage with this approach is the fact that H.323 gatekeepers will have to
maintain not only all H.323 addresses for H.323 network, but also all SIP addresses
corresponding to SIP network. Larger storage affects scalability, but it speeds up H.323 to SIP
communication.

'SGW Approach 1 - SGW wih SIP Proxy/Registar In-Buid

In a second approach, SGW contains an
internal gatekeeper GSW-GK, which implies in

a solution similar to the above, except that SIP
Proxy/Registrar is the one who maintains,
redundantly, information on users of both
networks. When a register request is received

by GSW-GK, request will be redirected to SIP
Registrar. SIP users get a fast H.323 address
resolution as H.323 registrations are in the
same SIP domain. On the other hand, when an
H.323 terminal wants to talk to a SIP user, it

FIGURE 6 - USER REGISTRATION - SGW ARCHITECTURE APPROACHES

has to send ARQ to GK, asking for permission.
GK will try to locate the registration in other GKs sending multicast LRQ, for example. When
SGW-GK receives LRQ, SGW-GK will look for the user inside SIP network using the
OPTIONS method to check user existence and status. User IP is later sent to H..323 network.
SIP to H.323 communication will be speeded up. Scalability problems still persist.

Last approach does not keep redundancy information as in previous ones, but locating users
takes more time. SGW does internally have neither H.323 gatekeeper nor Sip Proxy/Registrar.
User registrations are kept independently by each network. When a user needs to be located,
SGW will simply try to search in the other network. When an H.323 user tries to contact a SIP
user, corresponding GK will not find SIP user address in its database and will send an LRQ to
neighboring GKs including SGW. SGW then uses SIP OPTIONS method to locate user. If
search starts from SIP side, SIP Proxy/Registrar will not find user register and an LRQ will be
sent to all known GKs on H.323 side. We have opted for this last approach.

3. SIP/H.323 SIGNALING GATEWAY IMPLEMENTATION

In order to get a fast and distribution free implementation, we decide to use freeware and open
code software. We used OpenH323 [19] and IPTele [11], for SIP stack. However, partially
reusing existing code has its own problems. In the case of Open H323, which is maintained by
an Australian company called Equivalence Pty, H.323 libraries are quite extensive , developed
in C++, and with very little documentation. Nevertheless, OpenH323 implementations were
quite stable and reliable. For SGW development, we decide to use the code of
OpenGatekeeper [19], a gatekeeper implementation that uses OpenH323 libraries. Our goal
was to take advantage of a server implementation capable of supporting multiple simultaneous
connections and threads for efficient and scalable protocol processing.

Access to SIP User Agent [PTele was granted through a cooperation agreement between
IM/NCE/UFRIJ and Helsinki University of Technology (HUT), Finland. This SIP client was
written in Java and has SIP User Agent Client and User Agent Server functionalities, besides
a simple SIP message parser. This software has many limitations we discuss later.

To add minimum changes in the original codes and preserve programming environment, a two
independent module implementation was decided, having BSM (Basic Signaling Messages) to
perform the communication function between H.323-BSM and SIP-BSM modules. BSM
operates over TCP, allowing separate physical deployment of modules if necessary. This
distributed modular concept has other advantages. If a third implementation is available, say
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MGCPBSM module, then/combining(the modules’automatically [givesusH.323 MGCPand
SIPIMGCP [gateways. ||

Address!translation[ problems!(introduced(in'Section 2.3)[Wwere[solved(in[the following/way.
First, form[SIPfo[H.323 [weused H.323 1D linstead [0f émail 1D [or URIID. Reasonlis somel]
gatekeepers, ds OpenGatekeeper, make a byte(to byte address comparison, land H.323 1D uses !
twoBytes [per character (multilingual [support), differently form(email 1D (and WRIID thatise
onlylone byte perlc¢haracter. Aslall[tested [H.323 [¢lients[(OpenPhone and Netmeeting) send
their(aliaslasH.323 1D, weldecidedto stick to their implementation for [ompatibility.[]

Inlregistering[users, ' weldecided forapproach three (Section 2.3.2)[which[¢auses minimum/!
interference in existing[SIP and [H.323 (networks and [makes [SGW Lcompletely [ transparent. ]
Furthermore, Ldifferently [ from[what_is[_suggested in[[14],Lwhere LSGW Lwouldhave[ tol]
implement(a(full(set of [ RAS inessages, (we uise only LRQ/LRJ/LCF [messages|to[search(for[]
neighbors gatekeepers. ThisLapproachlteduces processingload in[ GKs, besides teducingl]
search[delay, [as[simultaneous ¢communication occurs with meighboring [GKs. Welhavelalsolal!
reductiononléxchanged mumberlofH.323 locationmessages. [This[decision[SimplifiesSSGW[]
implementation [and Gontributes [fo [performance. [

Forlmedial¢apability [exchange, when(there is(alcall [fromH.323 [to[SIP,[[[14][proposes using !
OPTIONS to8earch for ¢apabilities on SIP[sideland later sending an [ INVITE [message, or[]
sending INVITE [with medial¢apability 'supported (by [SIP, [allowing[theneed [for an/éventual ]
reINVITE.Weldecided for(a/different @pproach, sendingan@mpty INVITE [(without[SDP, see "
Section2.3.1).[Therefore, Gonnection Gan be linitiated [and (H.245 [can [StartGapability [exchange [
on[H.3230side.[SDPwith[negotiated (medialcapabilities[is only[$ent[in the [SIPTACK final [l
message. Welhavelidentified[fwoladvantageslon[this[implementation. First, [thereismomeed
forlalreINVITE, inlcaseinitial [Sentmedialis 'wrong. Second, [reduction(inessage mumber/and! |
timeldelay [forlopening a/session. [I]

3.1 BSM

BSMIis aldesignoption(devised(folunite, via[TCP, publicldomainmoduleswithout[the meed
forfcode Tewriting. Furthermore, [BSM [solvesmedial¢apability [exchange [problems. SIPand ]
H.323send/medial capabilities(in[different/session[stages: [SIP[during[session[establishment[
andH.323 [@fter(session @stablishment.[As[sSoon[as[BSM makes ediainformationlavailablefo
amodule, medianegotiation 'with/corresponding metwork sideis [initiated. Ifimedialdescription! |
is[tardy, alBSMImessage!can/belsentlasking the otherl GSW inoduletolinform/what medial |
should(be used.[Another(foreseen@dvantage!isindependent module operation. [GSW imodules!( |
canlrunlinseparate machines, allowing/signalingprocessing load sharing. [

3.1.1 BSM Messages

BSMhas the[following[basic messages:[SETUP[(open(connection),[CONNECT[(connection[
established), RINGING/ (connection! alert), RELEASE[(connection!release),l CAPABILITY !
ARRIVAL (medialparameters(arrival),land MESSAGE (CAUSE [(optional extensions). Il

SETUP hastwo parameters: (originand(connection/destination. [CAPABILITY ARRIVALhas(|
thefollowing[ field parameters: [ Fc”[ (transport[ address[ and[ type), *m”[ (medial type and[’
corresponding[ parameters), and[$‘a” [ (auxiliary[field,[describing SDPheader field “‘m”[[2].[]
CONNECT[informs[about[¢onnection[éstablishment,[and[RELEASE [about its[fermination. ]
Whenan[IP[telephonyprotocol has'some extension, MESSAGE[CAUSE(is used [fo[indicate[ |
the[desiredextension. TheGther messagesHave 1o [parameters. [

BSM ¢onnectionsarelidentified by a[pair/of numbers,(generated by éachmodule from/a basel |
numberandléxchanged/wheninitial TCPsession/is(éstablished. Thelidentifiergenerated byla



Network Management as a Strategy for Evolution and Development 215

modulelis called top/D.  Thelidentifier/ $ent[by![the corresponding/ remotelmodulelis/called !
topRemotelD. All'BSM [ messages[carry Lanlidentifier(called linessagel/D. A'BSM[message !
received withmessagelID > max (topRemotelD, topID) doesnot tefer(tolany open connection,
butl[tolsomel connection’still[to be opened. BSM[connectionslallow almoduleltolinteract !
simultaneously [withmultiple temote inodules. Whensending a/message teferring toa new!
connection, fop/Dhas[to [belincremented (by[100and (message [sentwith messagelD = topID.!|
Thisprocedurekeeps track (0f protocol status(over fits differentthreads. [

3.1.2 BSM Message Detailed Actions
BSM (fields/are string type, with[“new line” asseparator. [First byte indicates message ‘type. |
SETUP =0, RELEASE =1, RINGING=2,[CAUSE=3,[CAPABILITY =4,[CONNECT =[5

Setup Message Description: ID>=to (url)><From/(url)>[(<field 1><field2><field3>[]

When to send: e WhenSGW gets INVITE(SIP)(or[Setup (H323 ¥1,2,3).0

e Whenlleaving|(dalllwaiting state[ |

What(todowhen | ForH.323side: (] SendH.323 Setup. Remember  Faststart[ (sendingall supported]|
receiving:LJ media(types with[SETUP)nieeds alCapabilityArrival (messageto
arrive before. [Ifl capability [ message occurs before[ Setup,[ store
data’andwait [for[doming [SETUP. [

For(SIPside: [ Send INVITE. Sending [ISDPdepends  on having[ received al|
CapabilityArrival thessage previously. ]

Release Message Description: KID><HOLD Bit[0|1]>MHOLD lindicates(call waiting. ]

When to send:: | o  Receiving SIPBYE, orlany message between 400 (and (500,600,602 0r603.
e ReceivingH.245 EndsessionlinH.323(v1)or[(Q.931 ReleaseComplete. |
What/to'dowhen | ForH.323side: ] Send[H.245[Endsession((v1), and if timeout[occurs,[send[Q.931

receiving:[] ReleaseComplete.

For(SIPside:[ | Send BYE.[!
Ringing Message Description: <ID>[]
When to send: e Receiving RINGIG(SIP) or[Alerting(doH.323v1,2,3).[]
Cause Message Description:<ID><cause>[]

Follows[same essage iumbering a@sSIP response messages. (|
When to send: e Receiving/an/indicationofldisconnection(orisetup resending. |
‘Whatlto'dowhen | ForH.323side: ! If[Releaselis/later received, send hotive. |
receiving:[] For[SIPside:[] If[Releaselislater received, Sendmotive. |

Capability Messagel! Description:[1 <ID><"c=IN[] IP4[] %s\nm=audio! %s[] RTP/AVP
Arrival %*d\na=rtpmap:%*d%s\n\n">"

First/parameter!is IPv4address(for[RTP[session.[Second parameter refers(to namelof
mediacode fobeused. Third[parameter refers [fo [port where RTP packetsare éxpected
When to send: e Receiving/medialdapability from/client[(in INVITE with [SDP, [or(in H.245).[]

Whatltoldo'when | ForH.323side: ] Send capability using H.245v1 (H.245 vs2 g3 fo bedefined) |
recerving: ForSIPside:: [ Insert[SDP(in/correspondingINVITE, 200 or ACK.
Connect Message Description:<ID>[]

When to send: e Everytime/OK (200 TSIP)or'Connect(H.323)isreceived.

Samel(three classes Have beenimplemented/inbothmodules, @llowingalsimple inheritance for[
thelcorewhich(handles BSM messages|in/eachmodule. Classes are: [l
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e Translator: responsible for sending BSM msgs to the other SGW side.
e RemoteTranslator: exchanges msgs between Translator instantiations (in each module)
e Msg: responsible for creating/interpreting sent/received Remote/Translator msgs.

More detailed information in SGW programming can be found in [23].
3.2 SIP-BSM Module Implementation

Thread SIP User
‘Agent Server
SIP Protocol Parser|
SIP Call Signaling
Thread (1 per cal)|

SIP-BSM MODULE - BASED ON HELSINKI IPTELE

SIP-BSM module was based on SIP User
Agent, developed as a master thesis in
Helsinki University of Technology [11].
However, because the client program
- = was able to answer only one call at a
_—» ?ime, major recoding was done to
wanesonewe  IMplement a server capable of processing
simultaneous calls. New code uses Java
threads and also implements new
primitives to help interaction with other SIP Proxies. Client parser was modified to increase
the number of messages that can be interpreted and sent. Part of original code dealing with
media transport and using Java Media Framework (for media coding/decoding and transport
via RTP) was eliminated, as SGW does not need to process media transport. As a result of
recoding, a new SIP client is almost ready. Figure 7 shows SIP-BSM module internal
structure. This module is written in Java, has 2437 lines of code, and only uses SUN libraries
distributed with JRE (Java Runtime Environment).

3.3 H.323-BSM Module Implementation

This module was based on OpenGatekeeper [20], a GK server implementation from open
code and complete H.323 protocol stack called OpenH323. Starting from an H.323 client
would also have been a possible solution, but a GK server implementation has imbedded
LRQ/LCF/LRJ messages support and signaling for a full H.323 terminal, features needed in
GSW. Furthermore, OpenGatekeeper is capable of supporting simultaneous multiple signaling
calls and threads. Some of the code changes introduced in OpenGatekeeper are:

FIGURE 7 - SIP-BSM MODULE

e Q.931, H.225.0, and H.245 messages interpretation, creation, and parameters insertion.
These are features required for an H.323 client and not present in a GK.

e Treating parameters that should be optional according to H.323 recommendation, but
required for Microsoft Netmeeting interoperability.

e An Abstraction Layer class , which implements an interface between BSM and H.323
signaling, was created to allow different H.323 versions (e.g., vl with H.245 and v2 with
Faststart) to interoperate transparently with GSW.

RAS Dispatch Thread|
Unicast & Multicast
H.245 Signaling
Thread (1 per call)
H.225 Signaling
Thread (1 per cal)

H.323-BSM MODULE - BASED ON OPENGATEKEEPER

Figure 8 shows the internals of
SGW  H.323-BSM  module.
Module is object oriented and
written in C++. It has 51 classes Serane
scattered over 13 files, for a total \>
of 9825 lines of code. Two open N
libraries were used: OpenH323
(873 classes) and PWLib (359

classes), both object oriented and
written in C++.

Gatekeeper H.323

FIGURE 8 - H.323-BSM MODULE
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4. INTEROPERABILITY TESTS

SIP-BSM was the first module to be developed. Initially, we tested signaling between two
SIP-BSM modules, following scenarios proposed in [12]. After H.323-BSM module was
ready, we tested interoperation between SIP clients and H.323 terminals, using Ubiquity SIP
User Agent (UA) and OpenH323 OpenPhone terminal. Microsoft Netmeeting was also tested
against Ubiquity SIP UA. In this latter test we were unable to close RTP session because
Ubiquity SIP UA uses an exclusive media coding not supported by Netmeeting. Figure 9
shows a thorough test over an architecture formed by 2 clients (one H.323 and one SIP), a
SIP/H.323 SGW spread over two computers, and a GK. Follow explanations below.

(1) H.323 terminal (OpenPhone) registers in its administrative domain Opengatekeeper via
RRQ, and (2) receives RCF confirmation. (3) Later, SIP side starts a call, with Ubiquity SIP
client sending INVITE to some H.323 user via SIP-BSM module (in this test we are not
redirecting via Proxy/Registrar). (4) SIP-BSM returns TRYING, a temporary response, and
sends BSM msgs to H.323-BSM. (5) CAPABILITY ARRIVAL msg is sent and INVITE SDP
iS Stored in SGW for fut—ure FIGURE 9 - CALL PROCEEDING FLOW USING SIP/H.323 SIGNALING GATEWAY

comparison with H.245. (6) BSM E

SETUP (with origin and destination @
addresses) is sent to allow mounting

T R —

OpenPhone H.323 Terminal

nl

Ubiquity SIP Client

H.323 connection messages). (7) SGW

INVITE sip:bruno@pyxidis SIP/2.0
3

SIPI20 100 Trying 2 "1 gy 4 <CAPABILITY ARRIVAL> RRQ[1
sends LRQ to GK to search for user. T ) e
(8) GK finds user (LCF) and delivers B5M 0 <SETUP b from:s ’
its IP to SGW. (9) SGW then sends 9
Q.931 SETUP request to OpenPhone. Ao
(10) OpenPhone automatically returns  aerme 125
Call PrOCeeding. (11) OpenPhone SIP/2.0 180 RINGING «;Li%fgwiflﬁewef' @ CONNECT 46—
sends ARQ to GK, asking for =177 o ———

authorization. (12) GK authorizes call
(ACF). (13) OpenPhone alerts ringing.
(14) H.323-BSM module forwards call
ringing sending BSM RINGING msg.  ©
(15) In SIP side, call ringing becomes 180 RINGING, meaning telephone is ringing but user
has not answered yet. (16) When user answers the call, a Q.931 CONNECT is sent to H.323-
BSM module. (17) H.323-BSM module starts H.245 procedures, negotiating media set with
H.323 terminal (OpenPhone), using information received in first SDP. (18) H.323-BSM
module sends CAPABILITY ARRIVAL msg (containing negotiated capabilities) to SIP-BSM
module, and (19) BSM CONNECT to confirm call. (20) SIP-BSM module sends 200 OK msg
with negotiated medias (subset from first INVITE). (21) SIP client signals with ACK. (22)
GSM with 8000 bits was the negotiated media.

5. CONCLUSIONS

In this paper we present a modular implementation of a SIP/H.323 signaling gateway (SGW),
with partial reuse of code from OpenGatekeeper (OpenH323) and SIP IPTele client (Helsinki
University of Technology). SGW uses a set of basic signaling messages (BSM) to implement
communication between modules over TCP, allowing modules to run in separate machines
and perform load sharing. Furthermore, each module implementation is completely
independent form other modules, enabling module combination to realize new SGWs. Design
decisions were focused in supporting many simultaneous calls and high performance
operation. Interoperability tests involving Microsoft Netmeeting, Ubiquity SIP client and
H.323 OpenPhone terminal were conducted, demonstrating SGW effectiveness, righteous

xchange messages under
o Ha45

~ D=
SIP2.0 200 0k 20/ (19)  BSM5 <CONNECT>

SIP ACK 21

»
FLUXO RTP - PAYLOAD GSM 8000 22) >
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operation/and [complete adherence(tostandards. Building[a[SGW [modulelisnot only [ matter[ |
of’an(efficient message mapping, (butlalso[d[way [to[improve flexibility lallowingcompatibility [
with(allarger(possible mumber ofl¢lients. Welwere[forced (tolhandleloptional parametersand! !
minimize thelchance(oflsignaling timeouts. [

Therelis $pace for'SGW Limprovement. 'We are[studying anew BSM [formulation to allow_]
increased flexibility (with[greater limplementation Simplicity.[Scalability [tests have[still o be ]
performed (for high'signaling load Scenarios. Restricting luser(search to[d [single administrative
domainlis[algreatlimitation[in[H.323, and it does[not help Internet[Scalability. A [location ]
server basedlon DNS(c¢ould (bring[greater ¢overage(for H.323.Long tesponse!time to locate!
userslis[alnegative[factor[for[IPtelephony. Cachelsolutions[implemented[as[extensions tol]
clients or[locationlservers_could improve tesponse time. In mobile IPLenvironments, uiser!]
registration(deserves(d more[someldutomateddesignand(the effectiveness oflusing soft[states
instead [ofT hard[states[ should belinvestigated. Atllast,[BSM[simplicity [and[SGW [modular[’
architecturelinvites [the tealization (6fimoduleslas BSMIMGCP lor(BSM[$S7 fo[combine [with []
existing/ones(and/deploy new(gateways. [
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